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Abstract: Image watermarking is a method that
embeds a watermark in the digital image by making
small changes in the host data. The embedded
watermark must be perceptually invisible and it
must be difficult to change or remove it against the
intentional or unintentional attacks such as
compression, linear and non linear filtering and
geometric transformations.

In watermarking applications, the robustness
of the watermark to the common signal processing
and geometric attacks is essential to the system. The
paper presented a method, based on scale and
rotation information estimated from the edges of the
image. Fleet proposed an approach in which the
watermark is composed of the sum of sinusoids that
appear as peaks in the frequency domain which can
be used to determine the geometric distortion. A
different approach was presented in which
watermark is inserted in rotationally, scale and
translation invariant parameters based on Fourier
mellintransform. However, this method is based on
discrete Fourier transform of the image which is
highly sensitive to dropping and it cannot survive
aspect ratio and rotationally attacks.

In order to survive geometric attacks, it is
like to develop a watermarking method using
Geometric moments. Geometric moments have been
intensively used in the literature for image

recognition, template matching etc. This proposed a
robust scheme test the method wusing the
geometrically distorted software generated using stir
mark and mat lab software’s.

In order to overcome some of the disadvantage of
existing methods and to obtain an invariant
watermark an image watermarking technique using
geometric moments invariable is proposed in this
watermarking section and detection algorithm is
presented in order to verify the proposed approach,
simulation results are carried out. It also verified the
invariance property of moment’s invariant by
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considerly standard images. The proposed approach
in robust, invariant, computationally efficient and no
over head needed to transmit to the decoder side.
The proposed approaches have proven to be highly
robust to geometric manipulations and image
compression.

I. INTRODUCTION
An image may be defined as a two-dimensional

function, f(x, y), where x and y are spatial (plane)
coordinates, and the amplitude of f at any pair of
coordinates (x, y) is called the intensity or gray level
of the image at that point. When x, y, and the
amplitude values of f are all finite, discrete quantities,
we call the image a digital image[1][2]. The field of
digital image processing refers to processing digital
images by means of a digital computer. A digital image
is composed of a finite number of elements, each of
which has a particular location and value. These
elements are referred to as picture elements, image
elements, pels, and pixels. Pixel is the term most
widely used to denote the elements of a digital
image. Interest in digital image processing methods
stems from two principal application areas
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A. Applications Of Digital Image Processing
Some of the areas where Digital Image Processing is

widely used are

»  Automatic character recognition

» Image watermarking

»  Industrial machine vision for product
assembly and inspection

Military recognizance

Automatic processing of fingerprints
X-ray Imaging

Satellite Imaging

Radar Engineering etc.

VYV YV VYV

1. WATERMARKING BASIC CONCEPTS

The recent growth of networked multimedia systems
has caused problems relative to the protection of
intellectual property rights. This is particularly true for
image and video data. The types of protection systems
involve the use of both encryption and authentication
techniques. In this paper we describe a form of authentication
known become available in digital form. It may be that the
ease with which perfect copies can be made will lead to large-
scale unauthorized copying which will undermine the music,
film, book and software publishing industries.

A. Features Of Invisible Watermarks

From the applications mentioned in chapter
one, one can divide watermarks in two distinct types:
robust, for the first five applications and fragile for the
last three. The fragile watermarks are meant to disappear
if the image (or other data used) is corrupted..

e  Perceptual Transparency:
e Robustness:

e Capacity:

e Payload of watermark:.
e  Security:

e  Specificity:

I1l. GEOMETRIC MOMENTS
The Geometric moments of order (p, q) of an

image function f (X,Yy) are defined [1] as

Mpq:Ipryqf(x,y)dxdy 1)

—00 —00

Where p,q=0,12,......... (o)

The above definition has the form of projection of an
image function f(X,y) on to the continuous
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monomials Xpyq . To keep the dynamic range of M -

consistent for different size images, the N x M image
plane is first mapped onto a square defined by

x e[-1,+1], y €[-1,+1]. This changes the

definition of M oq 10

—

1
M, = pryqf(x,y) dxdy (2
-1

L

The discrete form representation of the above expression
is given by
N-1M-1

Moo =D > %"yl f(x,y;) AxAy ©)

i=0

Where (X;,Y;) is the centre of (i, j) pixel and

—

AX=X =X, ,Ay =Y;—Y;, are the sampling

intervals in the ‘x’ and ‘y’ directions respectively. N x
M corresponds to the size of the image.

The Geometric central moments [1] are defined as

0 00

= [ [O=X )P (y=y ) f(xy)dxdy @

—00—00

M
dy =—2= 5
and 'y v (%)

00 00

Where X = —2

For a digital image, the Geometric central moments can

be expressed as
N-1M-1

ﬂquZZ(Xi—X )P(yj_y )qf(xi’yj)AXAy (6)
i=0 j=0
The normalized central moments are defined as
= ﬂ—‘;q Pra 4
Hoo

Where for

nq V=

Geometric moments are the simplest among all other
moments. These moments can easily be computed. Hu
[1] derived moment invariants using Geometric
moments which are invariant to image rotation,
translation and scale.

A. Moment Invariants
Define the geometric moments M pq Of @ grayscale

image f(X,Yy)as
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M, =_” xP y? f(x,y) dx dy (1)

fog = [ [ (X=X )" (y=y )" f(xy) dx dy
©)

10 01

X =

where andy =
00 00 (3)
the centroids of the image. Define the normalized

central momentsn, ,

are

Hpq p+d
= —"Wherey = +1 for
T ,Ugo ! 2
p + q = 2,3, ..... (4)

B. Invariance To Orthogonal Transformation
The following seven functions are invariant to

orthogonal transformation (15)
@, ="2,0t 70,2

0,= (120 10.2)*+ 41 4
0, = (m2.0 10.2)*+ (10,3 3n2,1)°
0,= (304 m2)% (o3 + 12.1)°

05 = (13,0 —3m1.2) (13,04 11,2)x [(113.0 + 11,2)°~3(n2,1
+10,3)°] +(no,3—3m2,1)(n0,3+ 02,1 )x[(M0,3 + 112,1)”
_3(n2+m3,0)°]

Similarly for @4 and @, It should be noted that ¢ is
invariant to reflection in the ab- solute value only. It is
worth mentioning that scaling, rotation, and flipping
are all considered within the class of orthogonal
transformation. In order to test the invariance of the ¢’s
to the various attacks, we performed the Stir Mark
attacks on Barbara image. . Table Il shows the absolute

log values of the invariants @* = ‘loglo )] | for the
original image, the underlined values, and after attacks.

¢* were used instead of ¢ in the computations in
order to reduce the dynamic range for illustration
purposes. Examining Table |1 reveals the robustness of
the invariants to almost all Starmark attacks. However,
they are less robust to over cropping, aspect ratio
change, and histogram modification.
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IV. WATERMARK INSERTION SCHEME
Consider watermarking an image using the ¢'s
invariants. It should be noted that the same approach
can be also used with the ¢'s as well. Let
@7 = (07 0% ....0% ) be the invariants of an image I,
then the received image is Ir declared authentic if
@

N—e = F (T:] =

w+e (9

Where f (a/b) means f(a) given b. The constant N is a
nominal value, and (*esp.) is small tolerance determined
experimentally as explained below. It should be noted
that (5) implies that the original image | should be
modified in order to achieve such a constraint. This is

due to the fact that originally f(Q)T*) does not have to be

equal to N. this can be achieved by finding a
perturbation image AI such that

Al = pr(I) (6)
Added to the original image | such that
I"=1+AI )

Satisfies (5), where Il is a mapping function and g is a
weighting factor. Fig.4. shows the encoder in which the
mapping process is clear. It should be noted that 8
controlled by feedback in order to ensure that N =
f@ /).

A. Watermark Detection Scheme

In order to determine if the received image I} is
watermarked or not, the decoder simply checks the
validity of (5). In particular, let the error E be

E= |f(%)—1v\ ®)

The received image is declared authentic ifE <e€;
otherwise it is declared unauthentic. Two observations
need to be clarified at this point. It is clear from the
decoding process that the decoder does not need the
original image in the decoding process, which is
advantageoﬁs. The decoder only needs to know the
constant N and the margin of error beforehand.
Secondly, since the decoder checks the validity of (5) for
the received image, then this water- marking scheme
answers a yes/no question, authentic or not, i.e., this
watermarking scheme is of 1-bit capacity.

Determination of N and €:

Since N:f(?—:) Then N can be chosen to be any

value near f(?—:) by varying B As illustrated in

fig.4. However, varying N affects the

contrast of the watermarked image as

explained in the next subsection.
WWW.ijmer.com 744 |Page
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Design of the Mapping II:

It is clear from (7) that II(l) serve as noise added
to the original image with B in order to modify the
invariants. Hence, the weighting factor § should be as

small as possible and at the same time f((aT*) should be

within € from N. consider fig.3 in which two model
function I1; and II, are used to map | intoAl. As seen
from the figure, I1; has faster variation rate with f
thanll,. Thus by using the mapping I; , small

perturbation in B leads to large variation in f ((DT*).

Design of f(@*) andf (¥*):

The function f(@*) can be chosen to be any function of
invariants, i.e., linear or nonlinear. Also, for security
purpose, secret key should be involved in the function
design. For illustration purpose is expressed as a
weighed average of the @s as follows

f(@)=E(w101 + w03 + - + w;07) 9)
f(llj*) = E(Vllpf + 172[1]2* + 173"1]3* + U4LII4T (10)

or from the ¥**Where E is a secrete key operator which
provides the required security for the watermark design.
For simplicity and for illustration purpose in this paper,
E was chosen to be the transparent operator, i.e.,
Z(x)=x. The weights w's and v's should be chosen to
minimize the perturbation in f if the invariants ¢*'s and
¥*'s have been changed, due to an attack, to make the
watermark move robust. One heuristic is to let the v’s
and the ®’s equal to the inverse of the variance of the
values in each column in table I and 11, respectively. This
would minimize the perturbation in f for these attacks.
However, doing so would yield a higher value of B since
the variation in the function f would be minimized. This will
result in less transparent watermark. One good choice is to the
mean of the invariant, i.e., let f be

(@) =1/7%=] 0; 9)
f) =1/43Z1 %! (10)

V. SIMULATION RESULT
In order to test the moment invariants, we have

considered two images namely cameraman and tire
each of size 256x256.These images are subjected
to reduction in scale by 0.9 and rotated by 10°.The
original images are shown in fig: 5.1.The five
moments invariant are computed and are listed in
tables 5.1 and 5.2.From the results, it is observed
that the computed invariant are same even the
image is scaled and rotated. There is slight
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(neglible) variation in invariant values because of
integral replaced by summation in the definition of
moments. Hence, these invariants are used in this

project work to obtain invariant image
watermarking
Table.1.Geometric moment invariant computed for
cameraman image
SN | Invarian | Orignal Reduced Rotated
o] t Image | Image To0.9 By 10°
1 @4 -16.1992 -15.99 -16.49
2 @, -37.85 -37.45 -38.44
3 @3 -52.95 -52.34 -53.84
4 (W -52.47 -51.86 -53.36
- 1.05e -1.09e -1.06e
5 @5 +002+3.14e | +002+3.14 | +002+3.1
+000i +000i 4e
+000i

Table.2.Geometric moment invariant computed for tire image

SILN Invariant Orignal Reduced Rotated
0 Image Image T00.9 By 10°
1 04 -15.447 -15.23 -15.75
2 [\ -36.32 -35.9 -37.11
3 D3 -48.29 -47.68 -49.21
4 [\ -50.4 -49.82 -51.38

-1.051e
5 [ -101.53 -100.27 +002+
3.14e+0
00i
@)
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(b)

5.1 Images used for computing invariants (a) Cameraman
image (b) Tire image

VI. CONCLUSIONS

Watermarking is still in its infancy but has benefited
tremendously from work on human Perception. We have
presented a basic introduction to digital watermarking of
image. Watermarking embeds ownership information directly
into the document, and it is proposed as a “last line of defense”
against unauthorized distribution of digital media. Desirable
properties of watermarks include imperceptibility, robustness,
and security.

VII. FUTURE SCOPE

In this project the channel noise was neglected. This
will cause major problem because the receiver cannot
retrieve the information correctly. Future work can be
done keeping this into consideration. The further scope
for this would be to best the approach when the images
are corrupted by noise and chopping .In the approach
there is slight contrast variation between the original
image and watermark image. Improving the contrast
differences between the original image and watermarked
image. Improving the contract difference between the
original and watermark image and improving the
robustness to different geometric attacks robustness to
different geometric attacks are possible direction for
further work.
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