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I. INTRODUCTION 
Cloud computing has been in trend lately. Every person wants to save their data on cloud so that they 

can access it easily from anywhere anytime and also to reduce storage costs on their servers. Since the evolution 

of cloud, the dependency of people on the cloud has increased. The benefits of storing data on cloud comes with 

a concern for security. If the cloud gets attacked, all the data may be stolen. So the data needs to be stored in an 

encrypted format in the cloud. This poses a problem when the data stored on the cloud needs to be searched and 

retrieved. As they are in encrypted format, a searchable encryption scheme is needed. The secure search scheme 

is meant to perform search on encrypted data stored in cloud and retrieve the best possible results. This search 

scheme has 5 main features: 1) Security: The cloud will not be able to make a connection with the keywords 

searched and the files retrieved because keywords are converted into hash codes and data on the cloud is already 

stored as cipher text before the search begins. 2) Ranked results: the results displayed are retrieved based on 

their ranks. The top-k results will be retrieved, k can be any number that denotes the number of results that we 

wish to retrieve. 3) Access control: the search happens among only those files that are related to a certain class of 

users. Therefore it results in search efficiency i.e, when there are large number of files that contain the keywords 

being searched, the search happens among those files that belong to the person searching. 4) Dynamic: when the 

files are inserted or removed from the cloud the ranks of each file update dynamically. Also the keywords and 

their weightage for each file will be removed when a file is deleted. Therefore the data owner doesn’t have to 

manually go and update the file index and keyword index. 5) Multi-keyword support: this method not only works 

for single key words but also multi-keywords. This improves the search results by retrieving most relevant files 

that contain all of the queried keywords.  

  

II. RELATED WORK 
Song et al. [7] has proposed the first symmetric searchable encryption (SSE) scheme, and this scheme’s 

search time is additive to the data collection size. In his work, each document is examined as words whose length 

are fixed in a sequence, and is indexed independently. This scheme supports update operations which are straight 

forward. Goh et al [8] has proposed definitions of formal security for SSE and scheme has been designed based 

on Bloom filter. In Goh’s scheme search time is O (n), where n is the cardinality of collection of the document. 

Goh has also proposed a scheme that generates a sub-index that is bloom filter based on document for every 

keywords. So that the dynamic operations can be easily achieved by upgrading the Bloom filter along with the 

corresponding document. Curtmola et al. [10] has proposed two schemes SSE-1 and SSE-2. Both the schemes 

achieve the search time which is optimal. SSE-1 scheme is protected against chosen-keyword attacks (CKA1) 

and SSE-2 is protected against adaptive chosen-keyword attacks (CKA2). Cao et al. [26] achieved the first 

privacy-preserving multi-keyword ranked search scheme. In this scheme the documents and queries are entitled 

as dictionary size vector. \According to the number of query keywords which are matched the documents are 

ranked based on the “coordinate matching”. Sun et al. [27] has presented a secure multi-keyword search scheme. 

ABSTRACT: A search scheme that retrieves encrypted files based on their rankings. It supports 

dynamic operations such as dynamic insertion and deletion. The index construction is based on the 

TF*IDF model. The keywords are converted into hash codes using MD5 algorithm and the files are 

encrypted using RSA algorithm. It provides access control wherein the files can be accessed by a 

certain class of users to whom the files belong by assigning a grade to the files as well as the users. 

 

Keywords : Cloud, Security, Dynamic, Ranking, Searchable Encryption.  

 

 



A Secure Dynamic Search Scheme For Encrypted Data On Cloud With Access Control 

| IJMER | ISSN: 2249–6645 |                                 www.ijmer.com                        | Vol. 6 | Iss. 7 | July 2016 | 24 | 

This scheme supports similitude-based ranking. The search algorithm of Sun et al. achieves better linear search 

efficiency. O¨ rencik et al. [28] has proposed a secure multi-keyword search method which makes use of local 

sensitive hash (LSH) functions to group the documents which are similar. Zhang et al [29] has proposed a 

scheme in a multi-owner model which deals with secure multi-keyword ranked search scheme. In this scheme, 

different secret keys are used by different data owners in order to encrypt the documents and keywords .Without 

knowing keys of these different data owners, authorized users can still query and search for keyword. 

 

III. PROPOSED METHODOLOGY 
The proposed search scheme ensures security by preventing the cloud from learning about the contents 

stored in it. This can be done by taking care of three things: 1) data privacy: the documents to be stored in cloud 

must be encrypted before uploading them. 2) Index privacy: the searchable index must also be in encrypted 

format. 3) Query privacy: the keywords used for searching the files must also be encrypted. By achieving these 

three security goals, the cloud is prevented from associating the index with the files and from finding the link 

between the query entered for searching and the retrieved files. This search scheme is also dynamic as it supports 

dynamic insertion and deletion. When a new file is uploaded, the index is dynamically updated i.e. the rank of 

keywords belonging to this file is calculated and updated while the ranks of keywords belonging to already 

existing files are recalculated with respect to the newly uploaded file. When a file is deleted on the private 

server, it removes that file on the cloud as well as all the keywords attached to that file. Once again the ranks are 

modified. There are two main modules here, the admin module and the user module. The admin is the one who 

uploads file to the cloud and the user is the one who performs the search. The admin will have a copy of all the 

files stored on cloud in his private server. The search happens on the files stored on the cloud. Here, the cloud is 

seen as an untrusted party. The Fig.1  below depicts architecture of the admin module and the user module. 

 

 
Fig 1: Architecture of admin and user module 

 

A. The admin module: the admin has the authority to decide who can access which files. This is done by 

assigning grade to the user during user registration. A grade is a unique ID that is assigned to every user who 

registers to the admin’s website. This grade is also assigned to a file before uploading it. So, a user can access a 

file only when it belongs to his grade. The admin module has three sub modules.  

 

1. Ranking module: when the admin uploads a files, the keywords are extracted from that file by removing 

whitespaces, special characters and unnecessary words like pronouns etc. Once the keywords are extracted, their 

rankings are determined by two parameters. Term Frequency (TF) and Inverse Document Frequency (IDF). 

Term Frequency is the frequency of a keyword that occurs in a file. Inverse Document Frequency is the number 

of documents that contain a keyword. the rank of  a file is determined by multiplying the TF value with the IDF 

value calculated using the given formulas.  

 

2. Hashing module: After determining the ranks of the keywords, each keyword is concatenated with the grade 

assigned to the file to which it belongs. Then, these concatenated keywords are converted into hash codes. A 

hash code is a one way encrypted code of fixed size. Any cryptographic hashing algorithm can be used to 
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convert keywords into hash codes. Here, Message Digest 5 (MD5) algorithm has been adopted to convert the 

keywords into hash codes. MD5 converts the keywords into hash codes of the size of 128bits. 

 

3. Encryption module: After hashing process is done, the original file is retained and encrypted using RSA. 

RSA private-key cryptography is adopted in this scheme. Each file is encrypted with the admin’s private key. 

This provides sender authentication ensuring that the files are uploaded by admin. After the encryption of the 

file, it gets stored in the cloud. This way, the contents of the file will remain safe even if the cloud is attacked. 

 

B. The user module: the user must first register with the admin so that the admin can assign a grade to the user. 

After registration the user will be given the details of his userID, grade and password via email. The User 

module has two sub modules: 

 

1. Key Request module: the user has to send a request to the admin asking for the public key of the admin. The 

admin has the option of either accepting the key request or rejecting it. If it is accepted, the user receives the 

public key via email. 

 

2. Search module:  The user can then enter the keywords to be searched. These keywords are separated and 

each keyword is concatenated with the grade of the user which is taken from the user details database. These 

concatenated keywords are converted into hash codes using the same MD5 algorithm. The hash codes are 

compared with the existing hash table and if there is a match then all the files that are linked to the hash codes 

are retrieved based on their ranks. The user then needs to give the public key to download and get a decrypted 

version of the file. 

  

IV. EXPERIMENTAL RESULTS 
Results show that this search scheme is cost effective as it makes use of simple techniques like TF*IDF 

model, grade assigning and the usage of existing algorithms like MD5 and RSA to achieve a useful searching 

scheme. Since the hash codes are used to form the searchable index, search efficiency increases as the hash 

codes are of fixed size irrespective of the size of the keyword and can be compared quickly. The contents of a 

small file “sample.txt” is shown below: 

 

 
Fig 2. Snapshot 1 

 

Upon clicking the User Creation button on the left side, a dialog box appears asking for the details of the user. 

The snapshot above shows the admin setting the grade for a user. Once the user is registered successfully, an 

email is sent to the user providing the grade and other details. 
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Fig 3. Snapshot 2 

 

When the admin clicks on UPLOAD FILES button on the left side, a grade is selected for the file. Once 

the grade is submitted the keywords are extracted and displayed to us along with its rank. 

 
Fig 4. Snapshot 3 

 

In the snapshot above, a file “sample.txt” is uploaded. This file has 6 keywords: information, science, 

final, year and project, where the keyword “final” has occurred twice and the rest of them have occurred only 

once. Hence “final” has a rank of 33.33(2/6) while the remaining have 16.67(1/6). 

 

 
Fig 5. Snapshot 4 

 

The registered user can send the key request by clicking on the SEND_REQUEST button on the left 

side. The user receives an acknowledgement as “key request sent successfully” when the Send Request button at 

the center is clicked. 
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Fig 6. Snapshot 5 

The admin can check for key requests from the user by clicking on the User Request button on the right 

side. By clicking on the Send Public Key option next to the userID cell, The admin issues the public key to the 

user. This goes to the user’s email id which has been provided by the user during registration. 

 

 
Fig 7. Snapshot 6 

 

When the user enters the keywords in the search bar the files containing those keywords are retrieved. 

The keywords entered here are “science” and “project”. 

 

 
Fig 8. Snapshot 7 

 

The file “sample.txt” which was uploaded previously contains both the keywords “science” and 

“project”. Therefore this file is displayed in the search results. When the Download button next to the search 

results is clicked, the user will be asked to give the public key of the admin. 
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Fig 9. Snapshot 8 

 

V. CONCLUSION 
A dynamic search scheme is proposed, which supports the canonical multi-keyword ranked search and 

also dynamic operations like insertion and deletion of documents in a secure and efficient way. A special tree 

based index structure has been constructed and Greedy Depth- first Search algorithm has been proposed to 

obtain better linear search efficiency. The scheme is designed to meet functional requirements of proposed 

system.It is very useful to store any documents in secure way in public cloud storage. This scheme comes to use 

where large number of files exist and top ranked files are to be retrieved at a faster rate. This system can be used 

in corporate, government officers and education institutes. In the proposed scheme, the data owner is responsible 

to generate information and update it and sends the updated information to the cloud server. Thus, the data 

owner will store index tree which is in unencrypted format and also stores the information for recalculating 

Inverse document frequency (IDF) values. Such data owner will not be suitable for cloud computing model. It 

will be difficult in future to design a dynamic searchable scheme where only the cloud server will complete 

update operation and ability of supporting multi-keyword ranked search. In a multi-user scheme there are many 

secure challenges, Firstly same secret key are used by all the users in a symmetric (SE) scheme for trapdoor 

generation. Here user revocation is bigger challenge, if there is a need for user revocation then rebuild the index 

and new keys which are secure are distributed to all the authorized users. Secondly, the assumptions of 

symmetric SE schemes are that the all the data users are trustworthy. But the data users who are dishonest may 

lead to many secure problems. For instance, dishonest data user may search for the document and also might 

distribute the documents which are decrypted to the unauthorized users and even dishonest data user may 

distribute the secure keys to unauthorized users. In the future works, Searchable encryption (SE) schemes will be 

improved to handle these problems. 
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