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Abstract: The purpose of this paper was to measure the essentiality of the identified consumer requirements on the
information security in a smart grid system, focuses mainly on helping government and utilities providers, when enhancing
their system processes, to develop and prioritize the necessary requirements for securing their information in a smart grid.
This paper examined on the voice of customer perceived by the respondents towards smart grid. The major finding of this
paper exhibits the agreement from the respondent on the essentiality of the identified sixteen consumer requirements and the
correlation between each requirement. The result of the ranking was a mixture of from five categories of philosophy, human
behavior, rule based social system, strategic system and hardware, and hence each category could be concluded to have a
balance value of essentiality. Chi-Square test proved that all variables are significant. Individual value plot versus country
shows that the rapidly growing economies in different countries have different smart grid infrastructure needs. Pearson
correlation test showed that security in wireless media has very low correlation with others variable as it is still in its
development process. Lexicographical order test showed that integrity, quality assurance and high bandwidth of
communications channels has high correlation with each other. Correlation relationship ring, cluster and tree concluded
that the items in the hardware category are highly correlated to each other. The success of this effort appeared to hinge on
utility companies championing information system security initiatives and propagating an awareness of the importance of
information security among consumers at all levels of the community.

Keywords: smart grid, information security, consumer requirement, descriptive analysis, Pearson correlation, correlation
relationship ring.

I. INTRODUCTION

One reason for putting a magnifier over the security term in an information pool of the smart grid system was that cyber
technology depends much on its control management to create certain assurance on its protected information stored. Another
reason, perhaps more important than the first, was that the security allows the consumer to gain trust towards the service they
utilized. For example, many people surfing the net to find out what information will be uploaded to the grid once they
become a smart grid user. Others may concern only the benefit a smart grid system brings. Those wanting to go deeper may
look at the entire system, its contribution towards environment, cost saving feasibility, and so on. Smart grid has been
recognizes as a growing potential and sustainable solution for energy issue. A system will grow strong when it continuously
gained its consumer trust and support, thus consumer is one of the key element.  In order to realize the smart grid, data were
gathered from large numbers of intelligent sensors and processors installed on the power lines and equipment on the
distribution grid. This data collected will be transferred to central information processing systems, which both present the
information to operators and use the information to send back control settings. While information and communication seems
to be much more important compare to decades ago, the system has to be incredibly strong to protect itself against hackers’
attacks. The objective of this study was to measure the essentiality of information security requirement based on the
consumer perceived significance and the correlation between each requirement.

Il1. Literature Review

2.1 Technological transfer phenomenon — Grid technology

Modeling lifestyle effects on energy demand, the increase of societal energy consumption was influenced by
three main items: technical efficiency, lifestyles and socio-cultural factors. Technological transfer phenomenon
was often seen as a crucial part that contributes to the solutions of environmental highlights. However, when
technological change was seen from the perspective of everyday life, this image becomes more complex [1, 2].
Grid technology provides the chance for a simple and transparent access to different information sources. This
idea was proven when the data grid can be interpreted as the consolidation of different data managing systems
furnishing the user with data, information and knowledge [3]. With the changes of smart grid and other in the
electricity utility industries, new demands on the telecom networks were generated [4].

2.2 Consumer’s impact towards the information security system

When the information was shared real-time between power generators, distributed resources, service provider, control center,
substation, and even to end-users, any changes exposed to a hacker’s attack would bring the whole system down into a mess.
This will dangerously create consumer distrust and dissatisfaction that may lead to other more destructive phenomenon.
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Figure. 1. Security Importance [5].

As the consumer’s awareness and participation in the smart grid project has increased, it is interesting to note what criteria
held by the consumer will impact the information security system. The importance of information security criteria was the
main aspect perceived to impact customer trust towards the entire smart grid system [6], as shown in figure 1.

2.3 Smart Grid Conceptual Mind Mapping

Figure 2 below showed Smart grid conceptual mapping where the study area was highlighted. Under the umbrella of Smart
Planet cultivated by IBM, lay Smart Water Management and Green Planet, Smarter Planet Skill and Education, Smart Grid,
Smart Health Care and Smart Cities. There were eight main elements in Smart Grid, narrowing down to network security
utilities, business network, communication and information security’s impact on consumer trust and satisfaction which was
the main focus of this paper. Smart grid utilizes communication technology and information to optimally transmit and
distribute electricity from suppliers to consumers.
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Figure. 2. Smart Grid Conceptual Mind Mapping [6].

2.4 The need to protect the privacy and security of priceless data

Personal information leakage incidents could be vital and cost a big sum of compensation to the utilities. The number of
victims of information leakage incidents for 2008 amounted to 7.23 million individuals, the following table 1 shows the
summary of data collected for 2008 in the Information Security Incident Survey Report of NPO Japan Network Security
Association Security Incident Investigation Working Group.

Table 1. Summary Data of 2008 Personal Information Leakage Incidents [7]

Number of Victims 7,232,763
Number of Incidents 1,373
Total Projected Compensation for Damages ¥236,725,290,000
Number of Victims per Incident 5,668
Average Projected Compensation for Damages per Incident? ¥185,520,000
Average Projected Compensation for Damages per Victim ¥43,632

A number of smart grid information security requirements and regulations were available online, those guidelines were a
significant step in securing the smart grid but they do not fully address potential vulnerabilities that can emerge [8, 9]. The
strongest arguments made for securing smart meters, saying that consumers will have physical and potentially logical access
to the smart meters [10]. Security was generally described in terms of availability, integrity, and confidentiality. Cyber
systems were observed to be vulnerable to worms, viruses, denial-of-service attacks, malware, phishing, and user errors that
compromise integrity and availability [11].
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It is important to avoid baring any potential security risk. As a matter of fact, grid security technologies have been so far
designed and deployed as a middleware layer add-on, independently at each tier [12]. The need to protect the privacy and
security of priceless data over the grid was fueling even more need for common security evaluation criteria. In brief,
information security professionals need to be aware that the workings of the most basic IT resource of electricity supply is
changing in a manner that introduces a far larger and remotely addressable attack surface combined with the tempting
opportunity for mischief and monetary gain [13].

I11. 3 SIGNIFICANCE OF THE STUDY

Because a smart grid utilizes digital technology to provide two-way communication between suppliers and consumers home
electronics through the use of smart meters, information security protection measures need to be consumer friendly and
practicable to be implemented on all level within a community or organization [14]. For this reason, it is important for us to
examine on the voice of customer on their agreement on the essentiality of the identified sixteen consumer requirements [6],
and the ranking of essentiality of the requirements. The correlation relationship between the requirements will show how a
trend will change when a requirement is being implemented or abolished, aim is to provide a deeper investigation into the
information cues on security requirements that really attract consumer interest and therefore may merit specific attention in
future information security policies.

IV. METHODOLOGY

4.1 Hermeneutic Circle: Consumer Requirements Identified

Hermeneutic Circle is an interpretive and conceptual-analytical research method. Hermeneutics refers to the idea that one
understands of the text as a whole is established by reference to the individual parts and one understands of each individual
part in reference to the whole [15, 16, 17]. The information security consumer requirements were carefully picked from
literature review, referring to experts’ opinions and focused group discussion.

Table 2 referred to the sixteen requirements that were identified via the work of voice of customer and careful literature
review based on Hermeneutic Circle Methodology classed in five categories of philosophy, human behavior, rule based
social system, strategic system and hardware.

Table 2. Information Security Consumer Requirements and its Significant

Variable Category| IS Consumer Requirement Significance
1 Corfidentiality Unauthonzed disclosure of information
5 2 Iiserit Unauthonzed modification or destruction of information; Strong recuirement that information should not ke
§ ety modified by unauthonzed entities, and should be validated for accuracy and enors:
2 - Disruption of access to or use of information or an information system; Strong requirement that information should
3 E | Availability . L L
o be available within appropriate time frames
4 Privacy concem Strong requirement that information should rot be viewed by urauthonzed entities
« | Tactics! oversight manitorivg Monitoring gnd repgd\ng of t‘lﬂe secgmy status or Do;ture of an [T system can be carmed out o detemne
5 I compliance with security requirements (e.g, policy, procedures, and regulations), sauge the effectiveness of
§ E Ve secunty controls and manage risk
§ 4k Facilties mistse prevertion Organization monitored for unauthonzed use of information processing facilities, users aware of their exact scops
P of permitted acoess. Users awars that monitonng tools are being used to detect unauthorized use:
L Investigate ways to ensure that commercially available components, public networks like the Intemet, or available
7 _ Networking issues j . . . - . s
T enterprise systems can be implemented without jeopardizing secunty or reliability:
Se Secunty metics can be used dunng the software development lifecycle to eliminate vulnerabilities, particulary
3 p & |Quality assurance duning code production, by parforming functions such as measunng adherence to secure coding standards,
_%J (% identifyinglikely vulrerabilities.
;g Immature or proprietary protocols may not be adequately tested either against inadvertent compromises or
9 [id Wature or proprietary protocols deliberate attacks. This may leave the interface with more vulnerabilities than if a more mature protocol were
used
10 Cryptography and key To enable key management on a scale involving potentially, tens of millions of credentials and keys as well as local
g management cryptographic processing on the sensors such as encryption and digital signatures
T § Reliabl s lovel Where research on a number of related topics is required to further approaches to building advanced protection
U)U Flianie SySteMms Ieve architecture that can evolve and can tolerate failures, perhaps of a significant subset of constituents.
W , Assessments of securty properties can be used to aid different kinds of decision making, such as program
12 & |Stretegic support ) . ) )
" panning resource allocation, and product and service selection.
b o ) Wireless media may necsssitate spacific types of secunty technologies 1o address wireless vulnersbilities across
13 Security in wireless media .
the wirsless path
Efforts to devise cost-effective, tamper—resistant architectures for smart meters and other components, which are
14 Reliable davice level recessary for systems—level survivabilityand resiliency and for improving intrusion cetection in embedded
[ systems.
5 T |High bandwidth of Severaly-imited bandwidth may corstrain the types of secunty techrologies that should be used across an
g communications channels intsrface whils still meeting that interface’ s performance recuirements
T Y " Severely-limited memory and/or compute capabilities of a microprocessor—tased platform may constrain the types
16 CFOROCESSON perlorm memory of secunty technologies, such as cryptography, that may be used while still allowingthe platform to meet its
and compute capabilities .
performance requirements

4.2 Questionnaire Construction
Preferences questionnaires with questions that measures separate variables were adopted to generate the bounded
questionnaire where the respondent was presented with a continuous likert scale. A non-comparative likert scaling
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techniques was used. The level of measurement of a variable in mathematics and statistics was a classification that was
proposed in order to describe the nature of information contained within numbers assigned to objects and, therefore, within
the variable.

The questionnaire was divided into two sections:

1. Consumer’s perception on Consumer Requirements Model

2. Demography

The respondent was asked to indicate his or her degree of agreement with the statement or any kind of subjective or
objective evaluation of the statement. In Section 1, a five-point likert scale was used, rating value from strongly agreed,
agreed, neutral, disagreed, and strongly disagreed. The questions comprised sixteen elements such as confidentiality,
integrity, availability, privacy concern, tactical oversight monitoring system, facilities misuse prevention, networking issues,
quality assurance, mature or proprietary protocols, cryptography and key management, reliable system level, strategy
support, security in wireless media reliable device level, high bandwidth of communication channels, and microprocessor
perform memory and compute capabilities. The demography variables measured at a nominal level in Section 2 included
information on area of research interest and countries.

4.3 Data Distribution and Collection

50 sets of questionnaire were distributed via international workshop, email and peer groups. The selection of the respondents
was carefully done based on respondents who possesses limited or more knowledge on the subject of smart grid and its
information security. The unreturned questionnaire recorded 7sets; returned usable questionnaire recorded 38; and the
returned un-usable questionnaire recorded 5. Figure 3 showed the work flow of questionnaire development, distribution,
collection and analysis. Each of the transaction numbers were recorded for back-up references. The returned usable 38 set
questionnaires were used to generate analysis.
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Figure. 3. Questionnaire Development, Distribution, Collection and Analysis.
.4 Data Analysis

4.4.1 Descriptive Statistic and Ranking of Variable

Descriptive statistics was adopted as the main methodology for analysis [18]. Correlation was used to analyze statistical
relationships between the consumer requirements’ variables with the data provided from the questionnaires collected to
indicate a predictive relationship that can be exploited in practice.

Minitab was employed to enhance the mathematical calculation to validate the effects of the importance of the consumer of
the information security in a smart grid system. Variables of requirements were evaluated one by one so that a ranking has to
be chosen by considering only the mean value from the result of descriptive analysis of the raw data obtained from the
returned questionnaire.

4.4.2 Histogram and Individual Value Plot versus Country

Histogram is useful in visualizing the consensus of the respondents in this paper such as distribution and data trend. We
proposed to adopt histogram method for the decision making to support the hypothesis [19]. Individual value plot was
employed to set the appropriate course for the analysis and displayed all data values for small amounts of data. The data
collected from different country was been analyzed on the respondents perception on their agreement on the selected
consumer requirements.
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4.4.3 Chi Square Test ( X Test)

2
X" Test was employed as the statistical hypothesis test for the reason of our sampling distribution of the test was a chi-square
distribution and the sampling distribution can be made to approximate a chi-square distribution as closely as desired by
making the sample size large enough [20].

4.4.4 Pearson Correlation and Degree of Correlation

To obtain the optimal result with respect to the Pearson correlation, we use the Minitab software to generate its output value
with the analysis of the respective 16 requirements. An assumption of value lower than 0.5 has low correlation was
necessary to analyze and find out which variable is not correlated to one another or having a low correlation relationship to
other variable. The Pearson correlation data was used to evaluate the correlation degree and it was defined as strong-normal-

weak where S: Strong (= 0.6), N: Normal (0.4-0.6) and W: Weak (< 0.4).

4.4.5 Lexicographical Order

The output value of Pearson correlation was employed to rank the variables using the lexicographical order methodology. An
important property of the lexicographical order in this paper is that it preserves well-orders, when applied to permutations,
lexicographic order is increasing numerical order [21].

4.4.6 Network Relationship Ring, Cluster and Tree

Correlation strength was evaluated through stimulation with a wide range of raw data, by varying the network size, number
of variables, and the mean values using the Cytoscape software. The network relationship ring achieved two objectives:
Firstly to minimize the maximum nodal degree and eliminate low correlated variables, and secondly to minimize the total
degree over all network nodes to find strong correlation between variables. Then the network was divided into two clusters
and a tree to demonstrate the correlation relationship of the variables perceived by consumers.

V. RESULTS

5.1 Descriptive Statistics

This part of analysis quantitatively described the main features of the collected data and provided a snap shot of the situation
under this study. The descriptive statistics chosen include: N, N*, Percent, CumPct, Mean, SE Mean, Standard Deviation
(StDev), Sum, Minimum, Q1, Median, Q3, Maximum, and Range. N was used to track down if any cases were being lost
between variables.

Focused on the mean showed in table 3, variable four had the highest mean of 4.7632, which means most of the
respondents favor and perceived that variable four had the essentiality as a requirement for a sustainable information security
system. On the other hand, tracing variable fifteen, it had the lowest mean of 4.079; this could be one of the less important
requirement contributes to the sustainable of the information security in a smart rid system. Where both variable having the
same mean, standard deviation (StDev) was taken into account where lower value of StDev rank higher.

Table 3. Descriptive Statistic Table

Descriptive Statistics: 1, 2, 3,4,5,6,7,8, 9,10, 11,12, 13,14, 15, 16

Ranking variable N N* Percent CumPct Mean SEMean StDev  Sum  Minimum Q1 Median Q3 Maximum Range
a1 38 0 100 100 4737 0105 0644 180.000 2.000 5000 5000 5000 5000  3.000

:' 2 38 0 100 100 4605 0110 0679 175.000 2.000 4.000 5.000 5.000 5.000 3.000
5 38 0 100 100 4500 0.140 0862 171.000 1.000 4.000 5.000 5.000 5.000 4.000
€D 38 0 100 100 max 47637 0.0794 04896 1810000 3.0000 5.0000 5.0000 5.0000 5.0000  2.0000
Tu)s 38 0 100 100 4132 0108 0665 157.000 3.000 4000 4000 5.000 5000  2.000
E‘ 6 38 0 100 100 4526 0111 0687 172.000 3.000 4000 5000 5000 5000  2.000
\@\ 7 38 0 100 100 4.289 0.113 0694 163.000 2.000 4.000 4.000 5.000 5.000 3.000
\i\ 8 38 0 100 100 4474 0118 0725 170.000 2.000 4.000 5.000 5.000 5.000 3.000
\175\ 9 38 0 100 100 4.079 0127 0784 155.000 2.000 4.000 4000 5.000 5.000 3.000
55,10 30 100 100 4132 0126 0777 157.000 2.000 4000 4000 5000 5000  3.000
‘E‘ 11 38 0 100 100 4474 0.124 0.762 170.000 2.000 4.000 5.000 5.000 5.000 3.000
"m0 30 100 100 4184 0112 0692 159000 3.000 4000 4000 5000 5000  2.000
5513 380 100 100 4526 0124 0762 172000 2.000 4.000 5.000 5000 5000  3.000
i\ 14 380 100 100 4368 0109 0675 166000 2.000 4000 4000 5000 5.000  3.000
"1 015 380 100 100 min| 40790157 0969 [155.000] 2.000 3.000 4000 5000 5000  3.000
\i\ 16 38 0 100 100 4132 0137 0844 157.000 2.000 4.000 4000 5.000 5.000 3.000
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Terms in the output and some definitions
N = number of data items in the sample
N* = number of items in the sample that have missing values

Mean = average
Median = 50th percentile

TrMean= the 5% trimmed mean

StDev = standard deviation
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SE Mean = standard error of the mean = standard deviation divided by the square root of the sample size
Minimum = smallest data value
Maximum = largest data value

Q1 = 25th percentile = first quartile
Q3 = 75th percentile = third quartile
5.2 Ranking of Variable: Information Security Consumer Requirement
The consumer requirements from table 2 were numbered after the variables’ rank referred to the result from Descriptive
Statistics analysis, as showed in table 4.

Table 4. Information Security Consumer Requirement

Variable | Category IS Consumer Requirements | Degree of Ranking
1 Confidentiality 2
>‘ .
2 o Integnity 3
2
R i
3 i= Availability B
[0
4 Privacy concaim 1
5 5 Tactical oversight monitoring 12
oS system
E m
I
] T & Facilities misuse prevention 4
7 % Metworking issues 10
5]
3 ¢
8 o] *g Quality assurance 7
]
00
9 E Mature or proprietary protocols 15
Cryptography and key
10 13
% management
)
" (%' Reliable systems lewvel 8
2
12 _,830 Strategic support 1
3
13 Secunty in wireless media 5
14 o Reliable devics lewvel 9
2 High bandwidth of
15 ) - 16
£ communications channels
L Microprocessor perform memony
16 T 14
and compute capabilities

Then all the requirements were then again rearranged according to the ranked number, as in table 5. Now, the essentiality
ranking of the consumer requirements was clearly displayed in a column. Privacy concern apparently has the potential to
become the most important element in among the other fifteen requirements in terms of information security in a smart grid
system and high bandwidth of communications channels ranked last.
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Table 5. Essentiality Ranking of Information Security Consumer Requirement
ESRS,ZII:EE};Y Consumer Requirements
1 Privacy concern |
2 Gonfidentiality
3 Integrity
4 Facilities misuse prevention
5 Security in wireless media
6 Availability
7 Quality assurance
8 Reliable systems level
9 Reliable device level
10 Networking issues
11 Strategic support
12 Tactical oversight monitoring system
13 Cryptography and key management
14 Micro_pr_ocessor perform memory and compute
capabilities
15 Mature or proprietary protocols
16 High bandwidth of communications channels |

Comparison was made between table 4 and table 5, the result showed that each of the ranking was a mixture of from five
categories of philosophy, human behavior, rule based social system, strategic system and hardware, and hence each category
could be concluded to have a balance value of essentiality.

5.3 Histogram

Figure 4 graphically represented a visual impression of the distribution of data and an estimate of the probability
distribution of a continuous variable, showed the distribution of a quantitative variable by its relative frequency of data
points in an interval. The result output presented a bell-curve slanting to the right, fitting the normal distribution. There was
no strong deviation from the distribution, and there was adequate data cleaning. This indicated that the average respondents
was at least ticking the value of more than average, that was on agreed or strongly agreed side when asked about the
importance of identified requirement in conjunction to the information security in a smart grid system.

Histogram of 1,2, 3,4,5,6,7,8,9,10,11,12,13, 14, 15, 16
Weibull
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Figure. 4. Histogram.
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5.4 Chi-Square Test
To prove that all variables are slanted to the right, we made hypothesis as per below and tested it with Chi-Square test.
Hypothesis was stated as per below:

Null Hypothesis
H, = All 16 graph of variables is as expected value
*Explanation = All identified information security consumer requirements are important

Alternative Hypothesis

H;= Not all 16 graph of variables slant to the right

*Explanation = Not all identified information security consumer requirements are important
Functions are defined as follow:

f,: Total number from the sample which chosen answer 1, 2 and 3.
fﬂ : Total number from the sample which chosen answer 4 and 5.

P, : Expected percentage of the answer 1, 2 and 3.
P, : Expected percentage of the answer 4 and 5.

The philosophy and strategy of management with regard to information security is the perfect standard against which
technology and other security mechanisms can be measured [22]. Due to this reason, we considered the null hypothesis for
philosophy category as p, =0.95 slightly higher than the rest category as p, =0.85.
5.4.1 Chi-square test for the class of “Philosophy” (Variable 1-4)
For the class of “Philosophy”, we considered the null hypothesis as following

Hy:p, =005 p,=095.

The formula of Chi-square test [20] is

2o (a=n=p)’ (T,=n*p,)’
n*p, n*p,

Table 6. Chi-Square Test for the Class of “Philosophy” (Variable 1)
f, f n*p, NPy x
2 36 1.9 36.1 0.0055
Chi-square value 7°=0.0055 < 3.841 = ;(505‘1 , the hypothesis H, was not rejected.
Table 7. Chi-Square Test for the Class of “Philosophy” (Variable 2)
f, f n*p, NPy x
2 36 1.9 36.1 0.0055
Chi-square value y*=0.0055 < 3.841= ;(505‘1 , the hypothesis H, was not rejected.
Table 8. Chi-Square Test for the Class of “Philosophy” (Variable 3)
f, f n*p, NPy x
2 36 1.9 36.1 0.0055
Chi-square value 7°=0.0055 < 3.841 = ;(505‘1 , the hypothesis H, was not rejected.
Table 9. Chi-Square Test for the Class of “Philosophy” (Variable 4)
f, f n*p, NPy x
1 37 1.9 36.1 0.4488
Chi-square value y*=0.4488 < 3.841= ;(505‘1 , the hypothesis H, was not rejected.

5.4.2 Chi-square test for the class of “Human behavior” (Variable 5-6)
For the class of “Human behavior”, we considered the null hypothesis as following

Hy:p, =015 p,=085.
The formula of Chi-square test is
2_(f,=n*p,)* (f,—n*p,)’
n*p, n+*P,

Table 10. Chi-Square Test for the Class of “Human Behaviour” (Variable 5)
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f, f, n=p, n*p, 7’
5 33 5.7 32.3 0.1011

Chi-square value 3°=0.1011<3.841= ;(50511 , the hypothesis H, was not rejected.

Table 11. Chi-Square Test for the Class of “Human Behaviour” (Variable 6)

f, f, n=p, n*p, 7’

4 34 5.7 32.3 0.5965
Chi-square value *=0.5965 < 3.841= ;(505‘1 , the hypothesis H, was not rejected.
5.4.3 Chi-square test for the class of “Rule based on social system” (Variable 7-9)
For the class of “Rule based on social system”, we considered the null hypothesis as following

Hy:p, =015 p,=085.
The formula of Chi-square test is
2_(f,=n=p,)  (f,-n*p,)’
n#*p, n+*p,
Table 12. Chi-Square Test for the Class of “Rule Based on Social System” (Variable 7)
f, f, np, n*p, 7°
3 35 5.7 32.3 1.5046

Chi-square value y°=1.5046 < 3.841= ;(505,1 , the hypothesis H, was not rejected.

Table 13. Chi-Square Test for the Class of “Rule Based on Social System” (Variable 8)
f f, np, n*p, 7°
3 35 5.7 32.3 1.5046

Chi-square value y°=1.5046 < 3.841= ;(505,1 , the hypothesis H, was not rejected.

Table 14. Chi-Square Test for the Class of “Rule Based on Social System” (Variable 9)
f f, nxp, n*p, 7°
8 30 5.7 32.3 1.0918

Chi-square value ¥°=1.0918 <3.841= ;(505‘1 , the hypothesis H, was not rejected.

5.4.4 Chi-square test for the class of “Strategic system” (Variable 10-13)
For the class of “Strategic system”, we considered the null hypothesis as following

Hy:p, =015 p,=085.
The formula of Chi-square test is
2_(f,—nxp,)* (f,—n+py)’

x n* p, n=p,
Table 15. Chi-Square Test for the Class of “Strategic System” (Variable 10)
f f, n=p, n*p, 7°
7 31 5.7 32.3 0.3488

Chi-square value y°=0.3488 < 3.841= ;(505‘1 , the hypothesis H, was not rejected.

Table 16. Chi-Square Test for the Class of “Strategic System” (Variable 11)
f f, n=p, n*p, 7°
3 36 5.7 32.3 2.8256

Chi-square value y°=2.8256 < 3.841= ;(505,1 , the hypothesis H, was not rejected.

Table 17. Chi-Square Test for the Class of “Strategic System” (Variable 12)
f f, n=p, n*p, 7°
6 32 5.7 32.3 1.0186

Chi-square value ¥°=0.0186 < 3.841= ;(505,1 , the hypothesis H, was not rejected.
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Table 18. Chi-Square Test for the Class of “Strategic System” (Variable 13)
f f, np, n*p, 7°
4 34 5.7 323 0.5965

Chi-square value y*=0.5965 < 3.841= x¢ ., , the hypothesis H , was not rejected.

5.4.5 Chi-square test for the class of “Hardware” (Variable 14-16)
For the class of “Hardware”, we considered the null hypothesis as following

Hy:p, =015 p,=085.
The formula of Chi-square test is
2_(f,=n*p,? (f,=n=p,)

n+p, n+p,
Table 19. Chi-Square Test for the Class of “Hardware” (Variable 14)
f, f, np, n*p, 7°
2 36 5.7 32.3 2.8256

Chi-square value y°=2.8256 < 3.841= ;(505,1 , the hypothesis H, was not rejected.
Table 20. Chi-Square Test for the Class of “Hardware” (Variable 15)
f, f, n*p, N Py 4
10 28 5.7 32.3 3.8163
Chi-square value y°=3.8163<3.841= y5 ., , the hypothesis H,was not rejected.
Table 21. Chi-Square Test for the Class of “Hardware” (Variable 16)
f, fy n*p, NPy x
7 31 5.7 32.3 0,3488
Chi-square value y°=0.3488 <3.841= ;(505‘1 , the hypothesis H, was not rejected.

2

From the result above, we concluded that the entire null hypothesis from each class has not been rejected. Also, we obtained

the following result:
p, >0.8

This means that results of p, showed that the value is greater than 80% of the entire respondents’ agreement on the
essentiality of the consumer requirements identified. Therefore, this result supported our null hypothesis that the graphs of

all of the variables are slanted to the right.
In conclusion, the null hypothesis was not rejected.

5.5 Individual Value Plot versus Country

There were respondents from 14 countries took part in the questionnaire activity. Individual value plot versus country were
accomplished in purpose to identify the difference of perception of consumers from different countries, as showed in figure

5.

Individual Value Plot of 1, 2, 3,4,5,6,7,8, ..
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Figure. 5. Summary of Individual Value Plot versus Countries.
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5.5.1 Confidentiality versus Country

Figure 6 showed most of the countries strongly agreed that confidentiality was essential for a sustainable information
security system in a smart grid; there was a dot on value 2 for the country of China. This could be due to the confidentiality
in China has been a volatile for the country.

Individual Value Plot of 1 vs Country
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Figure. 6. Individual Value Plot of Confidentiality versus Countries.
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Figure 7 showed the number of times IT has had to deal with an employee for accessing unauthorized networks or facilities:

Figure. 7. Employee Accessed Unauthorized Networks or Facilities.

39 percent of IT professionals said they have dealt with an employee accessing unauthorized parts of a company's network or
facility, with almost half of IT professionals reporting this in Brazil (49 percent) and the United States (46 percent), and 63
percent in China [23]. This could support on the dot on value 2 for China being stating that confidentiality was not so
important contribute towards the sustainability of an information security in a smart grid system.

5.5.2 Reliable systems level versus Country

Among the thirty eight respondents, only two, from China and Taiwan, disagreed where research on a number of related
topics was required to further approaches to building advanced protection architecture that can evolve and can tolerate
failures, as showed in figure 8. This might due to the rapidly growing economies like China and Taiwan have different smart
grid infrastructure needs from those of OECD countries [24].
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Figure. 8. Value Plot of Reliable systems level versus Countries.
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5.5.3 Microprocessor performs memory and compute capabilities versus Country

There were relatively 5 respondents choose to be in neutral and two from Malaysia and Taiwan were disagreed that
microprocessor performs memory and compute capabilities was an essential element for an information security in a smart
grid system, as showed in figure 9.
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Figure. 9. Value Plot of Microprocessor performs memory and compute capabilities versus Countries.

Recent smart grid projects in South-east Asia

Vietnam: Radio frequency (RF) electranic
meter programme = around 300,000
maore meters and 500 more Global
system for mobile communications/GSM/S
GPRS multi-tariff meters to be deployed
in2010/11

Thailand: AMR phase Il =install 50,000
meters for large customers and 5.52
Thyte data storage

Singapare: Intelligent energy system
pilot project, electricity vending system
pilot project and experimental power
grid centre

Source: Frost & Sullivan Asla-Paclfic smart grids
profect tracker March 2011

Figure. 10. Recent Smart Grid Projects in South-east Asia.

Malaysia is a developing country and was being lobbied recently to develop a roadmap and institutional framework to ensure
coordinated efforts for the long-term. Figure 10 showed the recent smart grid projects in South-east Asia [25]. The
respondent might not aware of the importance of what the microprocessor performs memory and compute capabilities could
bring effect to the system. As for Taiwan, it is the home to the world’s largest contract manufacturing firms, accounting for
65% of the world’s Electronics Manufacturing Services business [26]. Taiwan has already made the semiconductor industry
akin to the contract manufacturing industry, thus the quality of microprocessor is assured.

In conclusion, the result of individual value plot versus country shows that there are still minority respondents stating that
confidentiality is not so important contribute towards the sustainability of an information security in a smart grid system,
disagreed where research on a number of related topics was required to further approaches to building advanced protection
architecture that can evolve and can tolerate failures, and disagreed that microprocessor performs memory and compute
capabilities was an essential element for an information security in a smart grid system. This might due to the rapidly
growing economies in different countries have different smart grid infrastructure needs.

5.6 Pearson Correlation

In this section, we examined the relationship between two variables. The Pearson Correlation was employed in the
computation process. Result in figure 11 showed that most of the variable of the requirements were positive correlated to
each other. Variable 13, security in wireless media, seems to have no strong correlation with other fifteen variables. This
could be due to its entertainment element contributed less relationship with other information security requirement although
the essentiality of security in wireless media was essential.

There was some reason supported this findings. Wireless networks offer great potential for exploitation for two reasons; they
use the airwaves for communication, and wireless-enabled laptops are ubiquitous. Several security protocols designed for
wired-line networks have been adopted for use in wireless networks. However, they may not be suitable for wireless
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networks and devices since scenarios and capabilities applicable to wired-line networks may not be valid in wireless
networks [27]. Most security technologies are currently deployed in wired networks and are not fully applicable to wireless

networks involving mobile devices with limited computing capability [28].
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Figure. 11. Pearson Correlation Test with P-value test.

In conclusion, we could see that the wireless connections have become an increasingly popular way of providing internet
access although it is still in its development process. When the wireless becomes a common method for data transmission
especially from the smart meter to the grid, security becomes a highly important part of the wireless network
structure. Hence, although the security in wireless media is not correlated to other variable tested, it is still an important asset

for all systems using a wireless network.

5.6.1 Degree of Correlation

The degree of correlation analysis was worked out to consider how strong or how weak each pair of tested variables were
correlated among each other, as showed in table 22. We fixed three categories explicating strong, normal and weak for each

pair of tested variables, as per below.
S: Strong (= 0.6)

N: Normal (0.4-0.6)

W: Weak (£ 0.4).

Table 22. Degree of Correlation Analysis.

112 |3 |4 |5 |6 |7 |8 |9 [10(11 12|13 |14 15|16
1 NITWIN | WIW W|IN|N|W|IN|W|W|N | W|W
2 | N S N[N S |N|S |N|IN|IN|W|W|S NS
3 |W|S W{WIN | W|S WIW| W W | W|N | W|W
4 [N | N |W W{W|IN|S |N|W|N|W|INI|N/|S |N
5S |W|N |W|W N TWIW|N|N|W|N|W|W|W|W
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6 |W|S [N |W]|N WI{N |W|N|N|W|W|N|W/|W
7 |W|N |W|[IN |W]|W NN |W|W|[N |W|W/|W]|N

8 IN|S [S |S |[W]|N [N N[N |S |[W|[W|S |N |N

9 N IN|W|N|N|W|N|N N W /|N |W|N|N|W
WO|W|N | W | W|IN|N|[W|N|N N |[WI|W/|[N |W]|W
LN |N |W|N|[W|N|W|S |[W|N W W | N |W|W
2IW | W W |W|N|W[IN|WIN|W|W W W |S [N

WBIW|WIW|NIW|WIW|W|W|W| W|W W | N | N

4| N|S |N|N|W|N|W|S |NI[N/|[IN|W|W N | N

I5|W|N|W|S [ W|W[W|N|N|W|W|[S |N|N S

6 |WI|S IW|N|W|W|[N|N|W|W|W|[N/|N/|N|S

The accumulated numbers of S, N and W were calculated for each variable and were recorded in table 23.

Table 23. Accumulated Numbers of the Degree of Correlation Analysis.

S N W
1 0 6 9
2 5 8 2
3 2 2 11
4 2 8 5
5 0 5 10
6 1 6 8
7 0 6 9
8 5 7 3
9 0 10 5
10 0 7 8
11 1 6 8
12 1 4 10
13 0 3 12
14 2 9 4
15 3 5 7
16 2 6 7

5.6.2 Lexicographical Order
Upon the completion of table 23, correlation ranking of information security consumer requirements via pearson correlation
test observation was generated employing lexicographical order methodology.
Table 23 showed that variable 2 was larger than 8, followed by 15, 14, 4, 16, 3, 11, 6, 12, 9, 10, 1, 7, 5, 13. In the process of
calculation, the numbers in S column will be taken to identify which was the largest numbers among the variable which gain
most S means it has the strongest correlation value to other pairs of variable being compared. When it comes to same number
counted, for example, variable 2 and variable 5 has the same S count of five, and then second column of N will be referred,
for this case, N counts of variable 2 was larger than variable 8, so variable 2 was considered to be larger than variable 8.

Lexicographical Ordering was adopted to create result as per below.
Variable2>8>15>14>4>16>3>11>6>12>9>10>1>7>5>13
A table of correlation ranking of information security consumer requirements via Pearson correlation test observation was
developed, as showed in table 24.
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Table 24. Table of Correlation Ranking of Information Security Consumer Requirements.
Correla.tion Consumer Requirements
Ranking
1 Integrity |
2 Quality assurance
3 High bandwidth of communications channels
4 Reliable device level
5 Privacy concern
6 Microprocessor perform memory and compute
capabilities
7 Auvailability
8 Reliable systems level
9 Facilities misuse prevention
10 Strategic support
11 Mature or proprietary protocols
12 Cryptography and key management
13 Gonfidentiality
14 Networking issues
15 Tactical oversight monitoring system
16 Security in wireless media |

Table 24 concluded that integrity has the strongest correlation strength with other pair of information security consumer
requirement identified, followed by quality assurance, high bandwidth of communication channels, reliable device level,
privacy concern, microprocessor perform memory and compute capabilities, availability, reliable system level, facilities
misuse prevention, strategy support, mature or proprietary protocols, cryptography and key management, confidentiality,
networking issues, tactical oversight monitoring system, and last but not least, security in wireless media.

The purpose of this ranking is to create a picture of a common language and a detailed understanding of the customer's
requirements. When a greater importance is placed on consumer retention, the system can be developed to gain their
expectations, for an enlightened consumer is an empowered consumer. Instead of adding to the previous debate whether and
how many consumers are interested in information security as such, the aim is to provide a deeper investigation into the
information cues on security requirements that really attract consumer interest and therefore may merit specific attention in
future information security policies. Statistic sometimes shows differences from the theoretical result that we might not
know. Based on this study, the result showed that integrity, quality assurance and high bandwidth of communications
channels has high correlation with each other. We could conclude that any changes in the unauthorized modification or
destruction of information will lead to the changes in the quality assurance performing functions and types of security
technologies that should be used across an interface while still meeting that interface’s performance requirements.

5.6.3 Correlation Relationship Ring
We study the dynamics of correlation between the variables with different value of threshold. For many such situations, it
was found that the correlations between individual variables are better indicators than the value of attributes.

~~ (ve) " Threshold a=0.4

Figure. 12. Correlation Relationship Ring, Threshold ¢ =0.4.
Figure 12 above shows the correlation with the threshold & value of 4.
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Threshold a=0.5

Figure. 13. Correlation Relationship Ring, Threshold ¢ =0.5.

When the threshold was increased gradually, the correlation pattern changed, the correlation lines reduced, as showed in
figure 13 and 14.

(Vo)  “~  Threshold a=0.6

Figure. 14. Correlation Relationship Ring, Threshold ¢ =0.6.

5.6.4 Correlation Relationship Cluster
We cleaned the correlation matrix by setting the threshold value to @ =0.6 and & =0.66 in order to create a correlation

relationship cluster. In this cluster, we could see that they are group into two strong correlation clusters, as per below figure
15.
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Figure. 15. Correlation Relationship Cluster, Threshold @ =0.6, & =0.66.

We cleaned again the correlation matrix by setting the threshold value to & =0.66 in order to create independent correlation
relationship clusters.
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Figure. 16. Correlation Relationship Cluster, Threshold oz =0.6.

From figure 16, variable 2 and 8 are integrity and quality assurance. Whereas variable 12, 15 and 16 are strategic support,
high bandwidth of communications channels, and microprocessor perform memory and compute capabilities. Because
integrity belongs to the category of philosophy, while quality assurance belongs to rule based social system, it supports to the
statement that the elements of category philosophy and rule based social system are closely correlated. On the other hand,
strategic support belongs to the category of strategic system, while high bandwidth of communications channels, and
microprocessor perform memory and compute capabilities belongs to the hardware category, so we could conclude that
strategic system and hardware are closely correlated.

5.6.5 Correlation Relationship Tree

Threshold a=0.6
Figure. 17. Correlation Relationship Tree, Threshold @ =0.6.

These tree relations enable us to see the main correlation strength, as showed in figure 17. The strongest point was attached
between variable 15 (high bandwidth of communication channels) and variable 16 (microprocessor perform memory and
compute capabilities). These two variables are from the category of hardware. In conclusion, the items in the hardware
category are highly correlated to each other, when a consumer perceived on the hardware supporting the information security
system, they perceived them as a package, for they carries the same weight.

V1. CONCLUSION
This paper gives insight into the importance of information security criteria as the main aspect perceived to impact customer
trust towards the entire smart grid system. The analysis takes aim at identifying the criteria that could enhance the
information security system of a smart grid project and discusses the impact and significance of each of the requirements
identified. The major finding of this paper exhibit the agreement from the respondent on the essentiality of the identified
sixteen consumer requirements, and the ranking of essentiality of the requirements were generated. The most important
consumer requirement of information security in a smart grids system referred to the respondents’ respond was privacy
concern, followed by confidentiality, integrity, facilities misuse prevention, security in wireless media, availability, quality
assurance, reliable systems level, reliable device level, networking issues, strategic support, tactical oversight monitoring
system, cryptography and key management, microprocessor perform memory and compute capabilities, mature or
proprietary protocols, and high bandwidth of communications channels. Comparison result showed that each of the ranking
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was a mixture of from five categories of philosophy, human behavior, rule based social system, strategic system and
hardware, and hence each category could be concluded to have a balance value of essentiality.

Histogram test indicated that the average respondents was at least ticking the value of more than average, that was on agreed
or strongly agreed side when asked about the importance of identified requirement in conjunction to the information security
in a smart grid system.

To prove that all variables are slanted to the right, we made hypothesis and tested it with Chi-Square test. From the result, we

concluded that the entire null hypothesis from each class has not been rejected. Also, the results of p, showed that the value

is greater than 80% of the entire respondents’ agreement on the essentiality of the consumer requirements identified.
Therefore, this result supports our null hypothesis that the graphs of all of the variables are slanted to the right.

Individual value plot versus country shows that there are still minority respondents stating that confidentiality is not so
important contribute towards the sustainability of an information security in a smart grid system, disagreed where research
on a number of related topics was required to further approaches to building advanced protection architecture that can evolve
and can tolerate failures, and disagreed that microprocessor performs memory and compute capabilities was an essential
element for an information security in a smart grid system. This might due to the rapidly growing economies in different
countries have different smart grid infrastructure needs.

Pearson correlation test showed that security in wireless media has very low correlation with others variable. The wireless
connections have become an increasingly popular way of providing internet access although it is still in its development
process. When the wireless becomes a common method for data transmission especially from the smart meter to the grid,
security becomes a highly important part of the wireless network structure. Hence, although the security in wireless media is
not correlated to other variable tested, it is still an important asset for all systems using a wireless network.

Employed the output from the Pearson correlation test, we generated two means of ranking for the variables, the
lexicographical order to test the essential variables and the correlation relationship ring, cluster and tree to test the essential
category. Lexicographical order test showed that integrity, quality assurance and high bandwidth of communications
channels has high correlation with each other. Any changes in the unauthorized modification or destruction of information
will lead to the changes in the quality assurance performing functions and types of security technologies that should be used
across an interface while still meeting that interface’s performance requirements. Correlation relationship ring, cluster and
tree concluded that the items in the hardware category are highly correlated to each other, when a consumer perceived on the
hardware supporting the information security system, they perceived them as a package, for they carries the same weight.
The success of this effort appeared to hinge on utility companies championing information system security initiatives and
propagating an awareness of the importance of information security among consumers at all levels of the community. In this
study, there was a causal relationship because consumer requirements cause energy authorities to modify their information
security policies according to consumer demand.

VII. DISCUSSION
This paper has tutorial contents where some related backgrounds were provided, especially covering the cyber security
requirement of smart grid information infrastructure. It provides a combination of methodologies and a set of sixteen
identified information security consumer requirements conceptually as original contributions. This paper aims to contribute a
sight for the readers to have a conceptual knowledge of the electric power grid and a better understanding of cyber security,
and focuses main on helping the government and utilities provider to enhance processes, to develop and prioritize the
necessary requirements for securing their information in a smart grid.
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