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I. INTRODUCTION 
The DNA database are too large [1-8], complex, must contain some logical organization [9-10], hence 

data structure to store, access, process this data efficiently is a difficult & very challenging task [11-12]. So it 

needs an efficient compression algorithm to store these huge mass of data. The standard compression techniques 

[13-14] cannot compress the biological sequences well because the regularities in DNA sequences are much 

subtler [15].  The two bit encoding is efficient if the bases are randomly distributed in the sequence, but the life 

of an organism is non-random, hence DNA sequences which appear in a living organism are expected to be 

nonrandom and have some constraints [15]. Huffman‘s code also fails badly on DNA sequences both in the 

static and adaptive model, because the probabilities of occurrence of the four symbols are not very different 

[11,15]. There are many repeats[11] within a given DNA sequence (e.g. ATGC), which may occur more than 

once in a given DNA sequence. Recently, several algorithms have been proposed for the compression of DNA 

sequences based on DNA sequence special structures[11,16-17].Though a lot of works have to be done on 

selective encryption of images, videos, speech etc, and not much work has been done on the selective encryption 

on compressed DNA sequences[18-19]. But comparing to DNA computing, the research of biological 

cryptology attracted less attention [20-24].  

This DNA sequences Compression algorithm achieves a moderate compression ratio and runs 

significantly faster than any existing compression program on benchmark DNA sequences. This algorithm 

developed on the basis of fast and sensitive homology search [25], as our exact R
2
P search engine. Proposed 

algorithm consists of three phases: i) finding all exact repeat, reverse and palindrome  ii) encode R
2
P regions 

and non-match regions and iii) Encrypt the library file, compress file or in both. Now a day‘s information 

security is a most challenging question, how to protect the DNA data from the hackers [26-31]. Selective 
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encryption is the process of selecting a part of a whole message, to begin through the process of encryption, 

keeping the remaining portion of the message clear in such a way that the security is not compromised. In the 

selective encryption process only a fraction (r) of the whole message or plain text is selected for encryption and 

the remaining part is kept in the clear. Selection of the ‗r‘ part is vital for the security point of view in case of 

selective encryption; the criteria for selection for ‗r‘ vary according to the type of medium. Intuitively, as ‗r‘ 

increases, the security level also increases at the cost of increased time of encryption. 

This compression method provides two tier security i) the data are compressed, generates two separate 

files individually and each file contains ASCII characters ii) Apply selective encryption on library file or 

compress file or both. This selective encryption approach not only reduces the time complexity for encryption 

and decryption due to encryption of the part of the compressed data where reconstruction information are mostly 

concentrated and but also it reduces the storage and communication cost. Also developed specific programm of 

our requirement and finding the result on AES, DES and RSA [32-34].   

If not otherwise mentioned, we will use lower case letters u, v to denote finite strings over the alphabet 

{a, t, g, c}, |u| denotes the length of u, and the number of characters in u.ui is the i
th

 character of u. ui: j is the 

substring of u from position I to position j. The first character of u is ui. Thus u=u1:|u|-1, where ui: j represents the 

original substring and |v| denotes the length of v, the number of characters in v. vi is the i
th

 character of v. vi:j is 

the another substring of v from position i to position j. The first character of v is v1. Thus v=v1:|u|-1. ui:j match 

with vi:j. The minimum difference between u-v is of substring length. The vi: j represents the repeat, reverse, 

palindrome substring. The match found if ui: j= vi: j and count exact maximum R
2
P of ui:j. We use Є to denote 

empty string and Є =0. 

This paper discuss details of the algorithm, provide exponential results and compare the compression 

rate, execution time and encryption time [35-42]. Other related algorithms are file size measurement, file 

mapping, DNA sequences orientation changing and random string generation. The overall compression process 

is two pass where first step output of R
2
P is again compress by FreeArc[43] compressor and finally getting final 

result.  

 

II. METHODS 
2.1: Process diagram 

                

 
Fig-1 & II : show how to apply  compression followed by encryption on compressed file 

 

2.2: File format : File type is text file and blank space ahead the end of file. The output file also text file, 

contains the information of both unmatch four base pair and  a coded value of ASCII character.  

 

2.3 Generating the substring from input sequence 

a  t g  g   t  a   g t   a   a   t    gtacatg …… ...nn 

It is clear that for i
th

 substring Wi . 

i, is the starting position of the substring and. 

j= (i-1) + l, is end position of the substring; where l is the substring length. 
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The substring length is less than 3(three) has no importance in matching context therefore we consider the 

substring size in the range: 3<=1<=n. 

Therefore range for I and j are as 1<=i<=n-1+1 and 1<= j<=n respectively. 

 

 

 

2.4: searching for exact R
2
P 

Consider a finite sequence s over the DNA alphabet {a, t, g, c}. As exact R
2
P is a substring in s that can 

be transferred from another substring in s with edit operations (on repeat, reverse and palindrome, insertion). 

Encode these substrings only to match approximate maximum that provides profit on overall compression. 

This method of compression is as below: 

1. Run the program and output all exact R
2
P into a list s in the order of descending scores. 

2. Extract a repeat, reverse and palindrome r with highest score from list s, and then replace all r by 

corresponding ASCII code into another intermediate list o and place r in library file. Where r is repeat, 

reverse and palindrome substring. 

3. Process each R
2
P in s so that there‘s no overlap with the extracted repeat, reverse and palindrome r. 

4. Goto step 2 if the highest score of repeat, reverse and palindrome  in s is still higher than a pre-defined 

threshold; otherwise exits. 

 

2.5 : Encoding R
2
P 

An exact R
2
P can be presented as two kinds of triplets, first is (l,m,p), where l means the repeat, reverse 

and palindrome substring length, m and p show the starting position of two substrings in a R
2
P respectively. 

Second: replace this operation as expressed (r; p; char), which means replacing the exact repeat, reverse & 

palindrome substring at position p by ASCII character char. In order to recover an exact R
2
P correctly the 

following information must be encoded in the output data stream: 

 

2.6: Decoding 

Decoding time first requires online Library file, which was created at the time of encoding the input 

file. On this particular value, the encoded input string is decoded and produces the original files. 

 

2.7 Information security 

This technique can provide two tier information securities. 

This technique can provide two tier information securities. 

                                  Tier  -I                 Key-I(R
2
P created Lib. File act as a  Key) 

  

                     

                                 Tier-II                      Key-II(Encryption) 

 
                              Fig -2 : Show the Label I & II security Technique 

2.7.1: In tire one; the input sequence contain only 4 bases (a, t, g, c), after compression reduce the file size, 

converted from 4 letters to 256 characters, with unmatch a,t,g & c and one substring contains 3 characters, is 

replaced by single ASCII characters, so the output file is information secure than input file.  

2.7.2: In tire two; Apply selective encryption technique on compressed output file. Selective encryption are 

applied in three ways i) Select only single character (any character from 1-256) ASCII characters ii) Select 

numeric numbers only iii) Pattern selection. For selection encryption purpose, generate private and public key. 

3. Algorithms  

 

3.1: Compression Algorithm: 

1. Check for replaced character, if found just shift in right, direct run. 

2. Replace the first three consecutive replaceable symbols by the available special symbols in sequential order. 

3. Check for the R
2
P for the rest of the part of the string, if repeat found replace it by the symbols used for the 

replacement of the first three symbols, for reverse and palindrome respectively use the equivalent character of 

additive ASCII value 72 and 144 respectively. 

Raw Data 

Lib. File and 

Compress & ASCII 

data 
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4. During each pass place one entry in the library file against the original replaceable characters with the 

replaced one. Rest, means reverse and palindrome can be calculated during replacement by adding 72 and 144 

respectively. 

5. Continue step 1 to 4 until no three consecutive replaceable symbol exists. 

6. Stop. 

 

3.2. Decompression Algorithm 
1. Extract the character 

2. Check if it is within ‗a‘,‘t‘,‘g‘,‘c‘ just directly put it, if it not among these characters , replace by equivalent 

rumination  reading from ‗a‘,‘t‘,‘g‘,‘c‘ by checking it with all replaceable characters entered from library file. 

3. If direct matched replace exactly with the entries available in the library, else replace by reverse or 

palindrome of that, if match found within the 72 and 144 additive values ASCII character of the given in library 

file. 

4.Continue until full string lossy either of ‗a‘,‘t‘,‘g‘ and‘c‘.  

 

3.3: Selective Encryption & Decryption Algorithm 

3.3.1: Selective Encryption Algorithm 

1. Input filename with path. 

2. Select number or a specific string. 

3. Use RSA algorithm for encryption of the selected number or specified string. 

4. Generate an auxiliary file to keep the flag for the specific regions of the encrypted data. 

5. Generate the encrypted output file. 

6. Generate the Public Key and Private Key ultimately. 

 

3.3.2: Selective Decryption Algorithm: 

1. Open Encrypted and Auxiliary file. 

2. Input Encryption option. 

3. Read encrypted data from Auxiliary file. 

4. Use Private Key to decrypt data using RSA module. 

5. Get the Decrypted output file. 

 

III. ALGORITHM EVALUATION 
4.1: Accuracy 

The DNA sequence storage, accuracy must be taken firstly in that even a single base mutation, 

insertion, deletion would result in huge change of phenotype. It is not tolerable that any mistake exists either in 

compression or decompression. For accuracy purpose develop one by one file mapping  algorithm. 

 

4.2 : Efficiency 

The initial R
2
P algorithm can compress original file from substring l to l characters for any DNA 

segment and destination file uses less ASCII character to represent successive DNA bases than source file. 

 

4.3: Space Occupation 

Our algorithm reads characters from source file and writes them immediately into destination file. It 

costs very small memory space to store only a few characters. The space occupation is in constant level. 

 

5. Experimental result 

We tested R
2
P technique on standard benchmark data, used in [12,44], definition of the compression 

ratio, rate and improvement are also used in [44]. The compression ratio and rate of R
2
P are presented in table-I, 

including the result of artificial DNA data and Graph-I shown the same. The last two columns show the average 

compression and decompression speed in seconds(10
-1

) per input byte (average computed over five runs for 

each sequence).―encode‖ means compression while ―decode‖ means decompression. Also apply the selective 

encryption algorithm on compress data. In table-II showing the AES, DES & RSA result. 
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Table-I : Showing the Compression ratio, rate, selective encryption and speed for the DNA sequences   

S
eq

u
en

ce
 O

ri
en

ta
ti

o
n
  

S
eq

u
en

ce
 N

am
e 

S
eq

u
en

ce
 S

iz
e 

Cellular Dna Sequences Artificial Dna Sequences 

R
ed

u
ce

 F
il

e 
S

iz
e 

B
y
te

(C
) 

L
ib

. 
F

il
e 

S
iz

e(
L

) 

W
it

h
o
u
t 

G
ap

 
C

o
m

p
re

ss
io

n
 

R
at

io
 

  

C
o
m

p
re

ss
io

n
 R

at
e(

 

B
it

s 
/B

as
e)

 

A
p
p
ly

 S
el

ec
ti

v
e 

E
n
cr

y
p
ti

o
n
 

A
lg

o
ri

th
m

 

Encrypt 

Time 

Compression 

Time 

R
ed

u
ce

 F
il

e 
S

iz
e 

B
y
te

(C
) 

L
ib

. 
F

il
e 

S
iz

e(
L

) 

W
it

h
o
u
t 

G
ap

 
C

o
m

p
re

ss
io

n
 

R
at

io
 

 

C
o
m

p
re

ss
io

n
 R

at
e(

 

B
it

s 
/B

as
e)

 

A
p
p
ly

 S
el

ec
ti

v
e 

E
n
cr

y
p
ti

o
n
 

A
lg

o
ri

th
m

 

Encrypt 

Time 

Compression 

Time 

E
n
co

d
e 

T
im

e 

D
ec

o
d
e 

T
im

e 

E
n
co

d
e 

T
im

e(
1
0

-1
) 

D
ec

o
d
e 

T
im

e 

E
n
co

d
e 

T
im

e 

D
ec

o
d
e 

T
im

e 

E
n
co

d
e 

T
im

e 

D
ec

o
d
e 

T
im

e 

N
o
rm

al
 O

ri
en

ta
ti

o
n
 

Mtpacga 100314 44784 128 -0.790857 3.581713 No Change <100 <100 33.35 0.329 45220 128 -0.808242 3.616484 No Change <100 <100 33.02 0.329 

Mpomtcg 186608 83484 128 -0.792249 3.584498 No Change <100 <100 61.09 0.604 84468 128 -0.813341 3.626683 No Change <100 <100 59.78 0.604 

Chntxx 155844 69900 128 -0.797387 3.594774 No Change <100 <100 50.27 0.494 70204 128 -0.80519 3.61038 No Change <100 <100 51.70 0.494 

Chmpxx 121024 53886 128 -0.785233 3.570465 No Change <100 <100 37.19 0.384 54484 128 -0.804997 3.609995 No Change <100 <100 37.14 0.439 

Humghcsa 66495 29717 128 -0.795323 3.590646 No Change <100 <100 21.86 0.219 29945 128 -0.809038 3.618077 No Change <100 <100 21.70 0.219 

Humhbb 73308 32996 128 -0.807388 3.614776 No Change <100 <100 23.62 0.219 32926 128 -0.803569 3.607137 No Change <100 <100 23.68 0.219 

Humhdabcd 58864 26470 128 -0.80742 3.614841 No Change <100 <100 18.29 0.219 26486 128 -0.808508 3.617015 No Change <100 <100 19.12 0.164 

Humdystrop 38770 17396 128 -0.807996 3.615992 No Change <100 <100 12.41 0.109 17440 128 -0.812535 3.625071 No Change <100 <100 12.58 0.109 

Humhprtb 56737 25503 128 -0.807004 3.614008 No Change <100 <100 18.73 0.164 25557 128 -0.810811 3.621623 No Change <100 <100 18.79 0.219 

Vaccg 191737 85123 128 -0.778499 3.556997 No Change <100 <100 55.60 0.604 86121 128 -0.799319 3.598638 No Change <100 <100 61.04 0.604 

Hehcmvcg 229354 102550 128 -0.790734 3.581468 No Change <100 <100 73.35 0.769 103304 128 -0.803884 3.607768 No Change <100 <100 73.62 0.714 

Average     3.592744         3.614442      
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Mtpacga 100314 44692 128 -0.787188 3.574376 No Change <100 <100 29.06 0.329 45230 128 -0.808641 3.617282 No Change <100 <100 33.02 0.329 

Mpomtcg 186608 83780 128 -0.798594 3.597188 No Change <100 <100 57.41 0.604 84132 128 -0.806139 3.612278 No Change <100 <100 59.83 0.604 

Chntxx 155844 70090 128 -0.802264 3.604528 No Change <100 <100 46.75 0.494 70178 128 -0.804522 3.609045 No Change <100 <100 48.84 0.494 

Chmpxx 121024 53700 128 -0.779085 3.55817 No Change <100 <100 34.94 0.384 54312 128 -0.799313 3.598625 No Change <100 <100 37.19 0.384 

Humghcsa 66495 29783 128 -0.799293 3.598586 No Change <100 <100 21.64 0.219 29951 128 -0.809399 3.618798 No Change <100 <100 21.20 0.219 

Humhbb 73308 32770 128 -0.795056 3.590113 No Change <100 <100 23.40 0.219 33074 128 -0.811644 3.623288 No Change <100 <100 23.84 0.219 

Humhdabcd 58864 26260 128 -0.79315 3.586301 No Change <100 <100 19.12 0.219 26518 128 -0.810682 3.621365 No Change <100 <100 19.01 0.219 

Humdystrop 38770 17404 128 -0.808821 3.617643 No Change <100 <100 12.52 0.109 17420 128 -0.810472 3.620944 No Change <100 <100 12.63 0.164 

Humhprtb 56737 25445 128 -0.802915 3.60583 No Change <100 <100 18.02 0.219 25655 128 -0.81772 3.635441 No Change <100 <100 17.96 0.274 

Vaccg 191737 85817 128 -0.792977 3.585954 No Change <100 <100 57.41 0.604 86283 128 -0.802698 3.605397 No Change <100 <100 61.64 0.604 

Hehcmvcg 229354 102002 128 -0.781177 3.562353 No Change <100 <100 74.94 0.714 103238 128 -0.802733 3.605466 No Change <100 <100 74.50 0.769 

Average     3.589186         3.61527      
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Mtpacga 100314 44784 128 -0.790857 3.581713 No Change <100 <100 34.28 0.384 45220 128 -0.808242 3.6164842 No Change <100 <100 32.19 0.329 

Mpomtcg 186608 83484 128 -0.792249 3.584498 No Change <100 <100 62.04 0.604 84468 128 -0.813341 3.6266827 No Change <100 <100 58.46 0.604 

Chntxx 155844 69900 128 -0.797387 3.594774 No Change <100 <100 50.05 0.494 70204 128 -0.80519 3.6103796 No Change <100 <100 50.38 0.494 

Chmpxx 121024 53886 128 -0.785233 3.570465 No Change <100 <100 37.08 0.384 54484 128 -0.804997 3.6099947 No Change <100 <100 37.08 0.384 

Humghcsa 66495 29717 128 -0.795323 3.590646 No Change <100 <100 21.70 0.219 29945 128 -0.809038 3.6180765 No Change <100 <100 21.70 0.219 

Humhbb 73308 32996 128 -0.807388 3.614776 No Change <100 <100 23.46 0.219 32926 128 -0.803569 3.607137 No Change <100 <100 23.73 0.219 

Humhdabcd 58864 26470 128 -0.80742 3.614841 No Change <100 <100 18.13 0.219 26484 128 -0.808372 3.6167437 No Change <100 <100 19.12 0.219 

Humdystrop 38770 17396 128 -0.807996 3.615992 No Change <100 <100 12.25 0.109 17440 128 -0.812535 3.6250709 No Change <100 <100 12.52 0.164 

Humhprtb 56737 25503 128 -0.807004 3.614008 No Change <100 <100 10.73 0.164 25557 128 -0.810811 3.6216226 No Change <100 <100 18.73 0.164 

Vaccg 191737 85123 128 -0.778499 3.556997 No Change <100 <100 55.71 0.604 86121 128 -0.799319 3.5986377 No Change <100 <100 61.09 0.604 

Hehcmvcg 229354 102550 128 -0.790734 3.581468 No Change <100 <100 73.35 0.714 103304 128 -0.803884 3.6077679 No Change <100 <100 73.68 0.714 

Average     3.592744         3.614418      
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Mtpacga 100314 44692 128 -0.787188 3.5743765 No Change <100 <100 29.175 0.274 45230 128 -0.808641 3.6172817 No Change <100 <100 33.24 0.32967 

Mpomtcg 186608 83780 128 -0.798594 3.5971877 No Change <100 <100 57.52 0.604 84132 128 -0.806139 3.6122781 No Change <100 <100 59.89 0.604 

Chntxx 155844 70090 128 -0.802264 3.6045276 No Change <100 <100 46.75 0.494 70178 128 -0.804522 3.6090449 No Change <100 <100 49.06 0.494 

Chmpxx 121024 53700 128 -0.779085 3.5581703 No Change <100 <100 35 0.384 54312 128 -0.799313 3.5986251 No Change <100 <100 32.25 0.439 

Humghcsa 66495 29783 128 -0.799293 3.5985864 No Change <100 <100 21.70 0.219 29951 128 -0.809399 3.6187984 No Change <100 <100 21.20 0.219 

Humhbb 73308 32770 128 -0.795056 3.5901129 No Change <100 <100 23.46 0.274 33074 128 -0.811644 3.623288 No Change <100 <100 24.01 0.274 

Humhdabcd 58864 26260 128 -0.79315 3.5863006 No Change <100 <100 19.06 0.219 26518 128 -0.810682 3.6213645 No Change <100 <100 19.06 0.219 

Humdystrop 38770 17404 128 -0.808821 3.6176425 No Change <100 <100 12.58 0.109 17420 128 -0.810472 3.620944 No Change <100 <100 12.63 0.109 

Humhprtb 56737 25445 128 -0.802915 3.6058304 No Change <100 <100 18.02 0.219 25655 128 -0.81772 3.6354407 No Change <100 <100 18.02 0.164 

Vaccg 191737 85817 128 -0.792977 3.5859537 No Change <100 <100 57.63 0.604 86283 128 -0.802698 3.605397 No Change <100 <100 61.81 0.604 

Hehcmvcg 229354 102002 128 -0.781177 3.5623534 No Change <100 <100 75.05 0.714 103238 128 -0.802733 3.6054658 No Change <100 <100 74.94 0.714 

Average     3.5891856         3.6152662      
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Graph-I : Shown the Compression rate both in cellular & artificial DNA sequences in above algorithm 

mentioned table1 
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Table –II :  shown the encryption result of AES,DES & RSA 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Table-III : Comparison of Compression rate 

 
Graph-II: Line chart Shows the comparison of compression ratio of above algorithm in table1II 
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Table-IV : Comparison of Compression rate 

 
Graph-III: Line chart Shows the comparison of compression ratio of above algorithm in table1V 

 

III. RESULT DISCUSSION 
Normal sequence is highly compressible than reveres, complement and  reverse complement. Cellular 

DNA sequences compression rate and ratio are distinguishable different due to each sequence that  come into 

different sources (showing in the graph-I) where as artificial DNA sequences compression rate and ratio are 

same in all time in all data sets. The AES, DES & RSA encryption algorithm tested on normal cellular DNA 

sequences only. Also it was showing that internal R
2
P matching patter for cellular DNA sequences are same in 

all type of  sources and  library file plays a key role in finding similarities or regularities in DNA sequences. 

Output file contain encrypted data with unmatched a, u, g and c so, it can provide high information security 

which is very important for data protection over transmission point of view & to protect nucleotide sequence in 

a particular source.   

 

IV. CONCLUSION 
This compression algorithm gives a good model for compressing DNA sequences that reveals the true 

characteristics of DNA sequences and very useful in database storing. This method is fails to achieve higher 

compression rate & ratio than others standard method, but it has provide very high information security.  

Important observation are :  

a) R
2
P substring length vary from 2 to 5 and no match found in case the substring length becoming  six or 

more. The substring length, three is highly compressible over substring length of four and above. 
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b) The cellular DNA sequence encode codon/amino acid, here library file of size three are play key role to 

formation of codon table.  

c) This  algorithm provide the better data security than other methods. If apply security directly on the cellular 

DNA sequence, getting very low label security because DNA sequence contain only four bases, anyone can 

hack the data by trial an error methods where as our result show that after compression it has created two 

separate file, first one is compress data contain 256  different characters second, file is library life, which is 

also contains more than four characters. At the time of transmission if two files are transmit one by one it is 

very hard to hack the data. The compressed output contains more characters than input file, in that situation 

apply selective encryption technique, enjoy strong of information security and selection encryption options 

are more.  

d) Compressing the genome sequence will help to increase the effect of their uses. Speed of encryption and 

security levels are two important measurements for evaluating any encryption system.  

e) The R
2
P technique convert the DNA sequence into 256 ASCII characters with unmatch a,t,g and c, in that 

situation the Huffman‘s  & two bit encoding  algorithm is easily apply on DNA sequences. 

f) No change in file size before and after selection encryption process applied. 

 

FUTURE WORK 
We try to reduce the time complexity, improve compression rate & security.   
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